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(—) RSAC Innovation Sandbox Contest
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# 1 RSAC Innovation Sandbox Contest B4 & &

IR B RRFEAEE
1 AppOmni %[ SaaS Security
2 BluBracket XB] DevSecOps&ZfiE
3 Elevate Security ERE BHREFHEI
4 ForAllSecure ZERE DevSecOpsZZRiZs
5 INKY Technology B #4%2
6 Obsidian Security ZE[E SaaS Security
7 SECURITLai XE RALRE
8 Sqreen FEB ERREXZE
9 Tala Security ESJETIE e

10 Vulcan Cyber  LIfa%| F5EHEIE

1 SAC Innovation Sandbox Contest
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RSAC

Innovation Sandbox
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Lack of °
privacy ~—

I3 securiTLai

Privacy B

. " Sandbox
Is your Basic Human Right

Freedom

Endangers

.

“ Fairness

\

\
8

B ® safety

To build Trust with consumers, enterprises must
honor Rights of People on their Data

RSAConference2020
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(=) New Paradigms for the Next Era of

Security

#%& ' Sounil Yu (FX * RIEBISRITEREXR
ERIZR)

1. AEHE

REZERBFHAHIRC.LAIBETEE
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(1) 780 - ABR{FIEREEE (Content Delivery
Network) - EUHARFER EIREE
(2) T AIEEH - BARFEEREM (Copy on
Write ) ©
(3)EREM - DockerREARIBEE

( Serverless Architecture ) °
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But wait! How are these “security” solutions?
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Distributed Immutable Ephemeral
DDoS Changes Easier to Drives Value of Assets
Resistant Detect and Reverse Closer to Zero
The best solution against a Unauthorized changes Makes attacker persistence
distributed attack is a stand out and can be hard and reduces concern
distributed service reverted to known good for assets at risk

10 onference2020

HIMBIEZ] > ARES EEFREEKE BEHEaVERR: - thBISEASHEBM AR /
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4 Pets vs Cattle

#RSAC

Pets vs Cattle

L0 * Given a familiar name
* Taken to the vet when sick

.ﬂ . * Hugged

C.I.A.

* Branded with an obscure,
unpronounceable name -
* Shot when sick

* Eaten/Recycled (sorry PETA)

12 RSAConference2020
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(=) Cyber Defense Matrix Learning Lab
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"Respond |

5 Cyber Defense Matrix

Identify Protect

Detect Respond Recover

Devices

Applications

Networks

Data

Users

Degree of Technology People
Dependency
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6 #§ RSAC Innovation Sandbox Contest & #A Cyber Defense Matrix
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(P9) The Five Most Dangerous New
Attack Techniques and How to
Counter Them

2% ! Ed Skoudis * Heather Mahalik -
Johannes Ullrich
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Domain Fronting °



(1) manipulation of the domain name system :
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(2) Domain Fronting -
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REEfMU - I B R MTRES B PIE—
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& > TLS (SNI) AR RHTTPE#HHead
o BRE=ESHEERMIESRN
BEYZFENLILE > AT © E£Domain Fronting
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7 Domain Fronting

Domain Fronting

* Some people think this is HARD for attackers ... it's not!
* Some people think that this is FIXED ... it's not!

* It IS very useful for attackers trying to hide command-and-
control channels and exfiltrate compromised data

DNS Resolution for
Trusted Web Site

Compromised Trusted Web
System on Site on CDN
Internal Front End
Nmk TLS Connection ¢

Attacker’s Attacker’s
Web Server Origin Server
Instance on

CDN

Command an Control and/or Data Exfiltration
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Heather MahalikiZ2 HAI 2 BB BIEMHH
{EAINEE (Target, Individualized Attacks )
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1. EHRELERSZE (Cloud Security )
2. PEEERBRSZE (Enterprise Security )

(1) EFEBHBHE (email protect )

(2) EXHMR# (data protect)

(3) B FEEREATFAVEIE (Identity and Access

(Early Stage Expo)

Management ° IAM)
(4) FEFBRE1R:€ ( Application protect )
(5) BHEEA 545 (Monitor and Log Analyzer )
(6) #3788 ZE (Network Security)



3. iR 251%% (End-point Protection)
. S5ELERAMTEL A B EE & ( Vulnerability and
Risk Assessment)
. BEREPELHLIME (DevOps Security )
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