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RECONNAISSANCE

Harvesting email addresses,
conference information, etc.

Delivering weaponized bundle to the
victim via email, web, USB, etc.

ACTIONS ON OBJECTIVES

With ‘Hands on Keyboard” access,
intruders accomplish their original goals
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WEAPONIZATION

Coupling exploit with backdoor
into deliverable payload

Exploiting a vulnerability to execute
code on victim’s system

COMMAND & CONTROL (C2)

Command channel for remote
manipulation of victim

Cyber Kill Chain, https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html.
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Below are a list of versions of the ATT&CK website preserved for posterity, including a permalink to the current version of the site:

Version Start Date End Date

ATT&CK v8 (current version) October 27, 2020 n/a

Data Release Notes

v8.1 on MITRE/CTI Updates — October 2020

ATT&CK v7 July 8,2020 October 26, 2020 V7.2 on MITRE/CTI Updates - July 2020
ATTRCK v7-heta March 31,2020 July7,2020 v7.0-beta on MITRE/CTI Updates — March 2020
ATT&CK v6 October 24,2019 March 30, 2020 v6.3 on MITRE/CTI Updates — October 2019
ATT&CK v5 July 31,2019 October 23,2019 v5.2 on MITRE/CTI Updates — July 2019
ATT&CK v4 April 30,2019 July 30,2019 v4.0 on MITRE/CTI Updates — April 2019
ATT&CK v3 October 23,2018 April 29,2019 v3.0 on MITRE/CTI Updates — October 2018
Versions from before the migration from MediaWiki are not preserved on this site:

ATT&CK v2 April 13,2018 October 22,2018 v2.0 on MITRE/CTI Updates — April 2018
ATT&CK v1 January 16,2018 April 12,2018 v1.0 on MITRE/CTI Updates — January 2018
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