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Traditional Zero Trust Defense Focuses
Single Perimeter Defense on Resource Protection
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EXECUTIVE OFFICE OF THE PRESIDENT

£ 1‘:‘! A OFFICE OF MANAGEMENT AND BUDGET
2 *m.,-f WASHINGTON, D.C. 20503

January 26, 2022
M-22-09

MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES

HLL D Yoy

SUBJECT:  Moving the U.S. Government Toward Zero Trust Cybersecurity Principles

FROM: Shalanda D. Young
Acting Director

This memorandum sets forth a Federal zero trust architecture (ZTA) strategy, requiring
agencies to meet specific cybersecurity standards and objectives by the end of Fiscal Year (FY)
2024 in order to reinforce the Government’s defenses against increasingly sophisticated and
persistent threat campaigns. Those campaigns target Federal technology infrastructure,
threatening public safety and privacy, damaging the American economy, and weakening trust in
Government.

L OVERVIEW

Every day, the Federal Government exccutes unique and deeply challenging missions:
agencies | safeguard our nation’s critical infrastructure, conduct scientific research, engage in
diplomacy, and provide benefits and services for the American people, among many other public
functions. To deliver on these missions effectively, our nation must make intelligent and
vigorous use of modern technology and security practices, while avoiding disruption by
malicious cyber campaigns.

Successfully modernizing the Federal Government’s approach to security requires a
Government-wide endeavor. In May of 2021, the President issued Executive Order (EO) 14028,
Improving the Nation's Cybersecurity,? initiating a sweeping Government-wide effort to ensure
that baseline security practices are in place, to migrate the Federal Government to a zero trust
architecture, and to realize the security benefits of cloud-based infrastructure while mitigating
associated risks.

5 https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf * M-22-09 Federal Zero Trust Strategy
6 CISA  Zero Trust Maturity Model https://www.cisa.gov/sites/default/files/2023-04/zero_trust_maturity_model_v2_508.pdf » p.7
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