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Monday, September 28th

07:45 - 09:00 ASIS Opening Ceremony
09:00 — 16:30 1st Day Exhibit Opens, (ISC)?/ ASIS Career Pavilion

Cloud Security : Evaluating the Security of a Potential Partner - Without Permission!

Swiss Army Knife : Dissecting Bitcoin Security

Healthcare Security : Unsafe Harbor: Will Your Encryption Weather the Storm?

Threats-Inside&Out : DDoS: Barbarians at the Gate(way)

Malware : Building a Computer Network Immune System

People Centric Security : Security Accountability (Not Awareness) Training

Application Security/Software Assurance : Cisco’s Security Dojo: Raising the Technical Security
Development Awareness of 20,000+

Governance, Regulation and Compliance : Are You Really PCI DSS Compliant? Case Studies of PCI
DSS Failures!

11:00 — 12:00

12:00 — 13:30 Networking Luncheon

Cloud Security : The Cloud Trust Conundrum: You’re Asking All the Wrong Questions

Swiss Army Knife : Security from the Trenches - Scrying Security

Healthcare Security : Exploring Data and Security Dependencies in the Healthcare Ecosystem
Threats-Inside&Out : Living the New Normal of Sophisticated and Determined Attackers

Malware : Mobile Malware and Emerging Threats on Mobile Payment Systems

People Centric Security : Big Brother Can Leave the Building — Privacy’s Got This

Governance, Regulation and Compliance : Enterprise Security Governance: State of the Practice
and Implementation Guidance

13:45 — 15:00

Cloud Security : Transparency and Trust in the Cloud

Swiss Army Knife : Critical Infrastructure: Securing Your Compliance

Healthcare Security : Threat Modeling Vignettes for Covered Entities - Real World Use Cases
Threats-Inside&Out : Find the Attack in the Haystack By Prioritizing Where to Search

Malware : Point of Sale Malware Counter Striking

People Centric Security : Leading Cross-Organization Security Change

Application Security/Software Assurance : Fast & Secure Application Development — Is It Possible to
Have Both?

Governance, Regulation and Compliance : Third-Party Risk: How Can We Help Our Business
Succeed in an Outsourced Economy

16:30 — 17:30

Tuesday, September 29th
08:00 - 09:00 ASIS Keynote Speaker - Raymond W. Kelly, Former Commissioner of the NYPD

09:00 — 16:30 Exhibit Opens, (ISC)?*/ASIS Career Pavilion

Cloud Security ® It's Not You, It's Me - MSSP Couples Counseling
Swiss Army Knife : The First 24 Hours of a Breached Company
Professional Development : Security MBA — A Crash Course for the Security Professional
Threats-Inside&Out : Advanced Dark Web Attacks and Hacker Techniques

11:00 — 12:00 Mobile Security : Clientless Android Malware Control
People Centric Security : Applying Threat Intelligence to Improve Security Awareness Programs
Application Security/Software Assurance : OWASP CISO Survey Report 2015 — Tactical Insights for
Managers
Governance, Regulation and Compliance : SIEM and Data Privacy Violations

12:00 — 13:30 Networking Luncheon
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13:45 — 15:00
16:30 — 17:30
08:00 - 09:00
09:00 — 15:30
11:00 — 12:00
12:00 — 13:30
13:45 — 14:45
15:30 — 16:30

Cloud Security : The Anatomy of a Cloud Data Breach

Swiss Army Knife : Security on a Shoestring: Twelve Low-Cost Solutions That Can Dramatically
Improve Enterprise Security

Professional Development : Career Advice From Two Old Dinosaur-ettes

Threats-Inside&Out : Adventures in Threat Intel, Volumes | and I

Mobile Security : Cellular and Online Cyber Security Risks

People Centric Security : FUD or Fact: The Role of the News Media in Security

Application Security/Software Assurance : Case Study: Securing the Software Supply Chain
Governance, Regulation and Compliance : 'ls This Thing On?' What Your Employees Are Really
Doing Online at Work

Cloud Security : SDN Security: Two Sides of the Same Coin

Swiss Army Knife : The Hunt for Patient Zero-Operating Under Assumption of Compromise with EDR
Technology

Professional Development : Status of the Industry: 2015 Global Information Security Workforce Study
Threats-Inside&Out : Passive Information Leakage: A New Threat to Sensitive Business Information
Mobile Security : Mobile Innovation and Security

People Centric Security : Under the Unfluence: The Dark Side of Influence

Application Security/Software Assurance : Vulnerability Tracking and Mitigation Associated with Open
Source Software

Governance, Regulation and Compliance : Security Risk Modeling: Advanced Techniques and Tools
for Supercharging Your Risk Management Program

Wednesday, September 30th

Keynote Speaker - General Michael Hayden
Last Day of Exhibit, (ISC)?/ASIS Career Pavilion

Cloud Security ® Internet of Things Security Assessment - Frameworks, Skills and Controversy

Swiss Army Kanife : If You Only Had $1 for Security, What Would You Spend It On?

Professional Development : Guest to Root — How to Hack Your Own Career Path and Stand Out
Threats-Inside&Out : The Threat Landscape — Insights from Symantec Global Intelligence Network
Forensics : Digital Forensics 3.0 - How Technology and Regulation Is Changing the Game

People Centric Security : Rebuilding the Credibility of a Security Team

Application Security/Software Assurance : Security Comparison of Web Application Programming
Languages

Governance, Regulation and Compliance : Secure Compliant Data Reduction for Global Governance,
Regulation and Compliance

Networking Luncheon

Cloud Security : The Researcher's Guide to the loT Galaxy

Swiss Army Knife : A Glimpse into the Future Direction of Card Not Present Authentication
Professional Development : Communicating Risk to Executive Leadership

Threats-Inside&Out : Threat Detection Via Text Mining

Forensics : File System Journaling Forensics

People Centric Security : People-Centric Security: Measuring and Transforming Your Security Culture
Application Security/Software Assurance : The State of Bug Bounties

Governance, Regulation and Compliance : Panopticon 2015: Continued Erosion of Privacy Rights
(and Occasional Victories)

Cloud Security : Advancements in Web Systems Security: The Cloud is Your New DMZ

Swiss Army Knife : Bringing IT and OT Together: Trends in the industry

Professional Development : Mentoring Fundamentals for the Security Professional
Threats-Inside&Out : Hacking the Internet of Things: Now Everything Is Hackable

Forensics : Cryptanalysis for Forensics

People Centric Security : Implementing Gamification and Other Creative Security Awareness Methods
Application Security/Software Assurance : How to Scale an AppSec Program

Governance, Regulation and Compliance : Information Security Regulatory and Legal Environment
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Thursday, October 1st

08:00 - 09:00 (ISC)? General Session - Galina Antova
09:30 — 10:30

11:00 — 12:00 ASIS General Session - The Terrorist's Son
12:00 — 14:00

s ERRNA
AAXEZEZANETEBEEARAENLZ S
(Application Security) ~ EifxZ = (Cloud
Security) ~ R EAEEEAETEE(Compliance,
Regulation, Governance) ~ 8] & &
(Digital Forensics) » BIZRZ £ (Government
Security) - E&F€Z £ (Healthcare Security) ~
TSR EEE(Malware) ~ 1TEIREZLZ E (Mobile
Security) ~ BREEZF (Software Security) ~ &
22 T E(Swiss Army Knife)f1EIEB (Threats)
FMEETEZHE A XD EEHA=I5EHEAT
RIREATER  1THRELZENBEABZEEL
BERAER -
(—) DDoS: Barbarians At The Gate(way)
i8% : Dave Lewis
BFF : CISSP®, Global Security
Advocate, Akamai Technologies
#Z : Dave Lewis7T#8DDoS* BRI E S
EHETH » DEDDoSERHTINE 3
2, AR EIDDoSIN BB ME(S
AIREIBINRRIE - DUBHESEE

TTER{ERYBHELRES

2 DEINFEEIARFEINE (Distributed Denial of Service » fSf8DDoS)

ASIS General Session - IP Protection: Lessons Learned from the Sony Hack

Closing Luncheon, Keynote Speaker - General James Mattis

WA : Dave Lewisi?BADDoSINBERH
i s WEBFE WBTH- Bl
BBEMARER > RERFEER
LRI EE - SRBPD MU -

1.DDoSIEE (Actors ) ER T B2 F) 14 -

(1)Z & (mercenaries) :
FILNEFEAT T 5 - BE—@E
DDoSINE—X$30~$70=7T - — &
H$1200%7T - A ZHEMBEHF$500%
7T » 2000{EEBEE ki (bots)$200%ETT
F BRI IBRME - — MRS EMEEIM
BREREINEHRADERRBIEEK

= (W0Hackerslist.com) °

(2)BE3%ZE (Bored Kids) :
51202014 FF FAHeartbleediw@
ABNEABERBZNERAEE » X
£2000F MafiaboySHEH » ELFD
FRKETCRIIFERBE - HREE
EELNEEHRNEBE AR
B FANNET RN FSH#HES
BIRE AR > LR E N A B ESE
BB T EEEFHNE 5 (1SC)2 safe

 EERBRENADBRTEMISHSEEREM(—REU B

B EFFENBIE) » R KSREIRFEMIE (spoofed source IP addresses) HVFIE » BB EEMENMBIRSEK TSGR » B

HORIRTS ©
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and secure programigf BN ERDE
LEIAEITEC B HEKE -
(3)5% = EFE A (Hacktivists) :
l0anonymous ~ lulzsec » &
MSEBEMEEEE > BISEM
MERE: NEERBUAENMES
HYDDoSWEE - FIAlEZ ¥ £
EHNE= XL ENEZ Qassam Cyber
Fighters(BS#8QCF) » XA B# B8
BABUR S B RIS/ 75 ST iZ EL iR S
H&iE o
2.DDoSINBFNEZE O DR =A¥RE :
MEINE (Volumetric attack) ~ f&
FEINE (Application layer attack)&
AR A E I B (Protocol attacks) - &
FEZRBLUTTIE  (1)SYN Floods
(2)UDP Floods ; (3)ICMP Floods ; (4)
NTP Amplification : (5)HTTP Flood -
£2015F F2FZEDDoSWE F A
. SYDEESSDPERERMINETS
% » EEFASSDPE2014F SB1ZF iRt
IR > B|2015F =2 BEELLA -
DDoSIEFEAHMBE » FREAE
Zit#iLayer 3 (#8F&E) - Layer 4
(B&@ifE) B mEETRE » &
HERPHERAERHNE > MER
Layer 7INE - [ERIBN B FEETEE
EEE MR ERRRSEEY] » EEM
WEFENERRE - ERRMEEERE
BER BRRE Z ANEERETIFT
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(1):#5RENEE(Media Grandstanding) :
20142554 DDoSIWEIEMR
EEEEWNESN SRR KBS EES
HEMETHNEENE - It—IREGR
2015F B{1ZHIE N X » HF¥BIIR2015
T1H -
(2)B f{E(Commoditization of DDoS) :
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NI e ERERPIFEFAVHIET R DT
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XERBEEELNEMEXESFIED
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RE > SEXEZHIHRBFEEENE
EWNRERE -
6.Dave LewisER#ZIEHFIEEDDoSIERS
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(5) #T¥IP SpooffIfERE - R EIEED
PATEE& A2 (router)SYBH N & 5% EMERE
AYACL rule » i TEEHIRMTIBEE
BB o

(6) RE[RHI : BT —WETLIEERY
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(7) RISZERIGH TIEF -

Dave LewisiEEEERIRILIRZHE
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(ZZ)Third Party Risk: How to Help Our

Business Succeed in an Outsourced

Economy

&% : Wiliam O’ Connell

&R : CISSP®, VP, Global Trust, ADP

BE: BREXERENMFEERERA—
BTN - BRIEFRFTEENEEL
EESIATDRETEMEKIESE
William O’ ConnellZIES#858 75
SFHRENEEBUEREEZHN
BIESIN - WEEEITBEREE S EAY
FERAESE -

: William O’ Connell&5tig BRI
EENEEFFEDESEIEEIRYV10
EREESE W
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2 (HENERESBEEN 2R -
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ot
D}
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4 ETENEEZHE TP ER -
5. WPIBREET 8L = HETE - HHME
ZBSFME?
6. FENMEIRER A GEEEIT -
7. HRENAE—FER - FfIREESDE
RS -
8. MEZENWESRBETEMNER -
9. PR BEZHRITEREMNIEZTNEEF
e
10. IR BENEIREEITENELE -
¥ EM 10T BEEE S » William
O’ ConnellAIBEG#EEREZEFIAIE
REDASE > Mo FAIRREIERES - REEE
o PINEBEREETENEE > M
MIEZFEINSEEEE AR RS » B
/BRACI(Responsible * Accountable -
Consult » Inform)RBFEAGE : TN AR
FTEENEIEIFE » BiLIEMEEITE
B - E/HEE1000XZN R - ~oJaE
HRERME——ETEMER > BIgU
EEDITROIREEKIBITIER °
EEBESIR TENDEN 5§
WEEAN TRV CEZEIE ) (Steven Covey,
1989) 'Begin with the END in Mind. |
(ARR7R%8 ~ RRED) - MEIREASEE
FRIRETTRI - ZScHERRREL (Bt ~ B
=) I s 2t > WP FREERSE
{ORE » A BESVEIEFERVTSQQIRTEE -
William O’ Connel B3t MHIEENE
B > FSECEREENEENETEBER
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HEBTEAPRM T BB REMBRBSIF
BHENRSHE  E2——NEMEX
ERFEEBERN—HSE - BILL > William
O’ ConneliEE=FBENEEZZEED
A
1.Risk Based Approach -
2.A Common Assessment °
3.Taking actions that add value (ROI) -
7£Risk Based Approach » :B& 74
ECPEREZFETIER  (KRARSE
BEF > MARRESSET ORI D $RE
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3. fABENMERE -

4 SRTERASERIERVARFS -

S5REENEGEEBEECTH -

6. 3EENEERFBEE -

7 IRIEZEMEERBETE - REBNEE
RFETEEREGEN - MASEHEY
BEASTENRE  NBHRENEIE
OJEEBRIFUD(EENFear, Uncertainty,
Doubt) °

EERZEL Tt will all be ok in the
end. So if things are not okay, It’ s not

the end ] REBIEZATEHEE AR -

(=)Mobile Innovation and Security

i25& : Spencer Wilcox

EFF : CISSP®, SSCP®, Managing
Security Strategist, Exelon

B - 1J8)3E & (mobile space)ERIZR—
EIFRAVRAL > FENETRRT
NERFEAEFTREANEH
BEIFAMRIERSEALE ~ ERIET
HEHARRSHME KAIYE - B
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FRITEEE > —HEZEREH
HEESEENEAL T (RET -
B~ OB - —ToEtAaERE
KEhEith A BT EN R B EENE
o EZ ANBESAIKEEERLERE
RYBERTT;E » Spencer WilcoxigH
BAEB LZEBEHETAESRE -
AE : TERERORETEBFRERAIN
FERARANEHN - P8 : 178%
¥ (Mobile Payments) ~ {J&)
KEFAERN (App Stores) -~
YIEst#E (loT) ~ MRIBAIHERE NI
(Geo-location) ~ E=Y)#i:H
(Biometrics) ~ Eifmf# (Cloud
Storage) ~ fLEf#@I (Social
Media) ~ fREB5E; (Games) -~
INZEZ{T (Micropayments) -~
EEERE IR BEN (Near Field

Communications) RAHERE

@ dl

ik}

(Public Charging station) 5 °
LT RELEMBENENEEREL
AEFTERERI—EXYE : 178
KENEAZEZEARE  —RSW/T
YBIEAER S ET OB E -
1.&35® (Carrier) -
2. {FEAEEEE (User Experience) ©
IITEMEEEE (Mobile Device
Management) ©
4. fEFRFZT\ (Applications / App Store) -

5.228%2 (Malware) -°
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6.0E35 1 E 18 (Vulnerability Management) °

7. {HfESE (Supply Chain) -

8. BBFLAE (Privacy) -©

gl - FEfEAEINSE - iStiEH4D 21
AYGoogle Play FRYR BappeEEHY » SHNE
f2tApple ~ AndroidS%Eblackberry = » £
BREEINNGHT - BiEiE80%AIEEEI
SERERBTM%E Zapp » MEEEESSM
BEEERBEIXMERESITNEZR T : £8
KIBAVERFREERETSE > (THEREEHLT
TEREFEREEABR - SHEHEISAYE
B EhfETEHEEESNSRESTHNRE
BELREE -

BEDWMEREApple ~ AndroidA R
blackberryfJREIOSZEfE - fihER43Android
BN RS ERERES ZIFERM - ARMALLSELE
{EFRANdroidZVBELEARRTEEREMHBIER
RBRAZENFRERABIRZEBI AT ESEE
BB EApple&blackberryFT4E ERVES 2 AY
®=E » B3—7EGoogleft¥iAndroidfEFRE LAY
FIEFPHNBISBEETNSE » EBRER
BB EHTH T ENFTIA » AndroidE R
EFIRBREANRES : 5—0HE » i0SZ2
HRIBERERIERIERE R - BRI EZE/ME
HEABTEEERERITHREZRIN LTS
BEF®RA - MRIM(Research in motion)# R
blackberry EF2& O {fEE Android ZEFE R
i ERHEMGAREESIBIBREET
1=

BERBHRITIRENELZRARIZLT
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%l > 8E THNNEREB)EBRLEEE
FMDIRIEHEMRE ] ZARBIBEIFIET
ESIERMERAZER (A : SIEERRRE
AL EIDE ~ EITEARM DR E
EEZIERE) H HERBSR5EE
B EENEREMS » HEE SRR
REBRE > BHEZRRZBIE > RIFHA
PEE BB IR T - BN EERERE
RS -
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v EESE KEHEE R Target{E2013FF

EBEEEN RS  BRFEBENRPOS
RIAEVE T ABIR ERVER > MEREN
BEHRRER > BREENBERTERRE
NV EF B A2 TargetZZ IR FB HE E R
HERIA - LE—FHFES TargetTEE
KRB > BERERRERBEBRELREH
2ERN - EAMBE N — NI ERAYER
PR - ENEIE » BERASERILE
EXABNREEIR - (FEXNEFRMINZE
NAER—REXNETHEEENZNEK
A BT A ERY B R BRI A TI NS
FEEHTE » AFEEZENANENEIER
IXEITIER -

v BEEFRID BRI TEN LIRSS - AAMITED

1t~ TBimit ~ YEHE ~ EE SRS
[FH5#EZRIE » BRIHIIMEREEBENEREA
AT EBE BB EN 5l SREEE
FTEERERK O RE L FERREIBE - Hldl
OIS A B AL ETIHEN(ISC)2FATIRIEZ
HIEFHRE LTS ¢ CISSPEANLZEZ RN
EEZXE0:E (Certified Information Systems
Security Professional) -~ EHEFEZ R
HBRIHICSSLPEFN LIS ZER
i8 (Certified Secure Software Lifecycle
Professional) ' CCSPEit&LZEK 7S
(Certified Cloud Security Professional)

.
Zo
:

3 £2FEX : https://www.informationsecurity.com.tw/seminar/news_detail.aspx?tv=41&aid=8128 °
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